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Discussion
Statistical Disclosure Limitation

Donald B. Rubin’

Issues of honoring confidentiality con-
straints when releasing microdata have
always been important but appear to be
becoming even more critical. Although
there exists interesting work on masking
data to preserve confidentiality, the valid
analysis of specially masked microdata gen-
erally requires not only knowledge of which
masking techniques were used, but also spe-
cial-purpose statistical software tuned to
those masking techniques. The proposal
offered here is to release no actual micro-
data but only synthetic microdata, con-
structed using multiple imputation so that
they can be validly analyzed using standard
statistical software. The possible benefits
and feasibility of this rather radical, but
possibly stimulating, proposal are explored.

1. Context of Comments

Recently there has been an increased inter-
est in issues concerning confidentiality of
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data, reflected, for example, by the Panel on
Confidentiality, formed under the Commit-
tee on National Statistics of the National
Academy of Sciences, and the recent spe-
cial issue of Statistica Neerlandica dedi-
cated to R.J. Mokken. The reasons given
for this increase include both (1) an explo-
sion in the demand for microdata from
users, especially for data paid for with pub-
lic funds whose analyses could have major
social or medical implications, and (2) an
explosion in the presentation of legal and
ethical positions on the consequences of
the improper release of confidential infor-
mation. The major focus of the Panel on
Confidentiality’s efforts has been on the
dominant legal, ethical, and logistical issues
about which I have no professional wisdom
to offer; the major focus of the special issue
of Statistica Neerlandica was on methods
for avoiding and measuring risks of inap-
propriate disclosure when releasing microdata.
Although much of this previous work is
intriguing, my comments might be read as
accepting as inevitably and hopelessly com-
plex the legal, ethical and logistical issues
surrounding the general release of any
actual microdata in the future. My focus
here is solely on statistical issues arising
from the release of synthetic microdata
sets for public-use, that is, data sets consist-
ing of records of individual synthetic units
rather than actual units. '
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In some cases, published summary tables
or summary statistics can be adequate and
obviate the need for microdata, and then
the concern is with the ability of an intru-
der to violate confidentiality guidelines
from these summaries. However, because
it is difficult to contemplate even a small
portion of the legitimate analyses at the
data-release stage, releasing only some sum-
mary statistics (such as provided by tables
of counts, means, variances, correlations,
means of logged variables, etc.) is generally
an insufficient response to demands for
microdata. Also, in some cases actual
microdata can be released “privately” to
selected users, with appropriate sanctions
for violations of confidentiality concerns,
but this does not fully satisfy the demands
for publicly available microdata.

My proposal is to initiate a research
effort, based on the theory and applied suc-
cesses of multiple imputation methodology
(Rubin 1987), to develop a technology for
releasing, for general public-use, only syn-
thetic microdata sets, not one unit of which
is an actual unit. This proposal is related to,
but more radical than, suggestions to use
missing data techniques to analyze masked
data (e.g., Little 1993).

This research project is intended to sup-
plement related work on the release of sum-
mary data and on the formation of special
groups of users to receive actual micro-
data, but it is also intended to supplant cur-
rent work on the release of specially masked
microdata. Such masked data sets require
special software to analyze, especially if
the masking rules themselves are unknown
or partially unknown to the user. Since the
vast majority of users of public-use data
will rely on standard statistical software, I
believe it is imperative that public-use
microdata not only preserve confidential-
ity, but moreover, preserve the user’s abil-
ity to obtain valid statistical inferences
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using standard statistical methods; such
concerns have received only limited atten-
tion from the statistical community. In prin-
ciple, my proposal can satisfy both
concerns, whereas the use of masked data
cannot because of the need for special atten-
dant errors-in-variables software for each
analysis (e.g., Fuller 1993). Releasing com-
plex coarsened-data versions of the raw
data must inevitably lead to the need for
special complex software for proper analy-
sis. Despite the high technical quality of
this work and related work on measuring
disclosure risks (e.g., Skinner 1992), I think
it is a false hope that special software will
be developed for each combination of
analysis x masking method x database type.
Moreover, the users of microdata have their
own science to worry about, and they can-
not be expected to become experts at using
and understanding complicated “demask-
ing” programs operating on a data set
whose entries do not look like any indivi-
dual’s microdata.

2. Implications of Proposal

My proposal has strong implications for the
four groups most affected by the release of
public-use microdata: survey units them-
selves, whose confidentiality is at stake;
data producers, who are being squeezed
between the demands of data users and con-
cerns of maintaining confidentiality; legiti-
mate data users, who want to obtain valid
inferences from public-use files in as
straightforward a manner as possible; and
data snoopers, who want to discover infor-
mation at a ““too-personal” level. The impli-
cations for each of these groups is
nontrivial, and these are discussed before
describing the structure of the resultant syn-
thetic multiply-imputed data bases.

First consider the implications for the
survey units themselves. Under my propo-
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sal, no actual unit’s confidential data would
ever be released. Rather, all actual data
would be used to create a multiply-imputed
synthetic microdata set of artificial units,
and this artificial data set would contain
essentially all of the legitimate (i.e., noncon-
fidential) information available in the actual
microdata, where the meaning of “essen-
tially all” is discussed in Section 3. With
such a plan, data collectors could honestly
tell potential respondents that “Your data
will only be used to create synthetic data
for public-use, and none of your data
values will ever be released,” and thus, con-
fidentiality constraints would be automati-
cally honored from each unit’s perspective.
The hoped-for implications are that survey
units will be more likely to be respondents
and to respond truthfully.

Next consider the implications for the
data snooper. The fact that the confidential
microdata and released units are entirely
synthetic will be part of the documentation
of the public-use file, so that all users,
including those with sinister intents, will
know that it contains no actual microdata.
Knowing this fact should destroy intru-
ders’ interests in snooping at the individual
level because each individual is synthetic
and therefore the “individual” has no
actual identification to be discovered.
Snoopers must have better places to snoop!

From the perspective of a legitimate user
of public-use microdata, the primary point
to keep in mind is that such a user has no
interest in any individual’s data, and the
only reason for analyzing individuals’ data
in the form of a public-use microdata set is
to allow analyses for population (or sub-
population) estimands (such as population
correlations and means within strata) using
straightforward statistical tools. The desi-
derata from the user’s end are that released
microdata (1) should look like actual indivi-
dual microdata in the sense that they must
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be analyzable using the full range of stan-
dard complete-data statistical tools, and
(2) valid inferences for legitimate estimands
should be easily obtainable. A multiply-
imputed microdata set satisfies these cri-
teria since multiply-imputed data can be
validly analyzed simply using repeated
applications of complete-data methods.
Data users can be told that “Because the
synthetic microdata looks just like repli-
cated actual microdata, you can use stan-
dard complete-data software to draw
inferences.” Users should also be told:
“Although valid inferences will be
obtained, the standard errors will be larger
than those from the actual microdata
because there is a reduction in information
relative to the actual microdata, and this
is reflected by the between-imputation
variability”; and “At some point, standard
errors for highly detailed estimands will
be so large that the survey is no longer
useful for these estimands, but the same
is true of any survey at some level of
detail.”

Finally, the implications of my proposal
are substantial for the data producer,
because the proposal requires a heavy
investment in technology at the data collec-
tor’s end so as to allow the production of a
multiply-imputed public-use file. My atti-
tude is that the data producer has the
knowledge and can have the resources to
build an appropriate file, whereas it is
entirely unrealistic to expect the varied com-
munity of users to duplicate properly the
efforts needed to decode an exotic masked
data base. That is, we must allocate the
resources where the problem can be
solved, not recommend the duplication of
resources in a hopeless attempt to address
the problem. To see exactly what is
involved requires consideration of how to
create a multiply-imputed synthetic micro-
data base.
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3. A Multiply-Imputed Synthetic Microdata
Base

For simplicity, consider an actual microdata
set of size n drawn using design D from a
much larger population of N units, where
X represents background variables, Z repre-
sents outcome variables with no confiden-
tiality concerns, and Y represents outcome
variables with some confidentiality con-
cerns; X is, in principle, observed for all N
units, whereas Z and Y are only observed
for the n sampled units and are missing for
the N-n unsampled units. A multiply-
imputed population consists of the actual X
data for all N units, the actual (Z, Y) data
for the » units in the survey, and M (the
number of multiple imputations, typically
between 3 and 10) matrices of (Z, Y) data
for the N-n nonsampled individuals. The
variability in the imputed values ensures,
theoretically, that valid inferences for popu-
lation estimands can be obtained, at least
for population estimands up to some level
of detail. A model for predicting (Z, Y)
from X is used to multiply-impute (Z, Y)
in the population. The choice of model is
influenced by the X data, the design D,
scientific understanding of how to predict
(Z, Y) from X, and judgment about the
range of questions users may ask of the
data.

Given such a multiply-imputed popula-
tion and a new survey design D* for the
released microdata (possibly, but not neces-
sarily, the survey design actually used to col-
lect the data), we can draw a sample of n*
units (n*< N), which looks structurally
just like an actual microdata base of size
n* drawn from the population using design
D*, and we can do this M times to create M
replicates of (Z, Y) values. The result is a
multiply-imputed synthetic data base. Of
critical importance, this data set releases
only synthetic confidential (i.e., Y) data
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because N > n and N > n*. To make sure
that no actual microdata are released, it
might be wise to draw the samples from
the population excluding the » actual
units, and to guard against all M imputa-
tions of a Y variable being identical within
a unit (e.g., make M large enough so that
this event is very rare, and examine such
cases before releasing them). The resultant
multiply-imputed data base can be used to
create M repeated microdata bases, each
of which is analyzed using complete-data
methods of analysis appropriate to design
D*; these repeated complete-data analyses
are combined to create one valid inference
for the population using the multiple
imputation technology given in Rubin
(1987), summarized, for example, in Rubin
and Schenker (1991).

Clearly, the critical effort is the data pro-
ducer’s creation of the multiply-imputed
population and subsequent creation of mul-
tiply-imputed microdata samples; the use of
plural “samples” here is intentional, since
there may be good reasons to draw several
synthetic samples according to different
designs, each tuned to be most informative
for its own set of questions (e.g., weighted
to represent different subpopulations).
Also clear is the fact that simple hot-deck
(or jackknife or bootstrap) methods that
simply redraw observed units will not
work because they would release actual con-
fidential microdata. Some creative mix of
implicit and explicit modelling will be
required, and the research conducted in
search of satisfactory methods should have
many beneficial side-effects for handling
missing data in complex surveys in general.

The correct way to address the feasibility
of this prescription is by an example, even a
relatively trivial one, that illustrates that
something of use along these lines is pos-
sible. Before discussing an illustrative
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example in Section 5, it is helpful to clarify
the information content of a synthetic
multiply-imputed database relative to the
real data on which it is based.

4. Information Loss with Synthetic Data

Although it is intuitively clear that there
must be a loss of information when compar-
ing an actual microdata set with its asso-
ciated multiply-imputed synthetic data set,
several aspects of this information loss are
rather subtle. An easy way to delineate the
boundaries of the situation is to state two
important facts.

Fact 1. The information in the actual data,
consisting of actual (Z, Y) values
from the survey coupled with the
population values of X, is greater
than the information contained in
the multiply-imputed population;
if the imputation model for predict-
ing (Z, Y) from X is correct, as M
increases, the information in the lat-
ter is essentially the same as the
information in the former.

The information in the microdata
consisting of the actual (X, Y, Z)
values for the n actual sampling
units may be greater than, equal
to, or less than the information in
the multiply-imputed synthetic
microdata consisting of (X, ¥, Z)
values for the n* synthetic units;
the relationship will depend on the
estimand under investigation, the
relative sizes of n and »n*, the num-
ber of multiple imputations, the
survey designs D and D*, and the
ability of X to predict (Z, Y).

At first reading, Facts 1 and 2 may appear
paradoxical, but the apparent paradox is
resolved by realizing that the actual micro-
data excludes X values known in the popu-
lation for units not in the sample, and if X

Fact 2.
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is a good enough predictor of (Z, Y), the
(Z, Y) values in the population can be
well known from the X — (Z,Y') relation-
ship estimated in the microdata and the X
values in the population; this is not a new
insight, it is simply the basis for standard
ratio and regression adjustments. The possi-
bility that multiply-imputed synthetic data
can be more precise than the microdata on
which the imputations were based is docu-
mented in the example of Section 5.

Of course, in common practice, even if
n* > n and design P* is more efficient for
the estimand under study than design D,
the available X values known for the entire
population may not be very powerful pre-
dictors of (Z, Y), and so we should be
realistic and expect the synthetic microdata
to have less information than the actual
microdata for almost all estimands. Several
possible approaches for moderating this
conclusion are rather obvious.

For example, after having collected the
actual microdata and selecting #* units for
the synthetic microdata, one possible modi-
fication to current practice is to conduct a
supplemental survey of the »* units to
collect nonconfidential Z data that are pre-
dictive of Y. That is, the n actual microdata
units are surveyed about both nonconfiden-
tial Z data predictive of Y and confidential
Y, whereas the n* units to be used as the
basis of the synthetic microdata are only
surveyed about the nonconfidential Z.
Now with Z observed for the synthetic
microdata base, if n* > n, it may be that
the information in the synthetic multiply-
imputed data set is nearly as large as, or
even larger than, the information in the
actual microdata, at least for the variety of
estimands well-captured by the models
used for imputation.

Moreover, if users of the synthetic micro-
data find that the answers being obtained
have too much between-imputation vari-
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ability to satisfactorily address important
legitimate questions, they could have the
option of having their questions addressed
by the actual microdata in one of two
ways. First, they could apply for special sta-
tus as private users with appropriate sanc-
tions for  violating  confidentiality
constraints. Second, they could submit
their questions, possibly in the form of spe-
cific requests for software runs, to tne data
producer who would address their ques-
tions using the actual microdata and review
the answers for violations of confidentiality
constraints before releasing them. If appro-
priate burdens for making such requests are
implemented and it is emphasized that the
information increase from synthetic to
actual microdata is typically small for legiti-
mate estimands, such requests may be lim-
ited to fairly appropriate ones, and the
burden of these special requests on the
data producer may be outweighed by the
straightforward benefits of preserving confi-
dentiality.

In any case, two points are clear. First,
the issue of information loss about legiti-
mate estimands when moving from actual
to synthetic microdata is complicated and
is analogous to many issues of information
loss when moving from larger to smaller
surveys or from one survey design to
another. Second, excessive information
loss can be addressed by new supplemen-
tal, nonconfidential survey methods
designed with the construction of the syn-
thetic microdata set in mind, as well as by
limited access to actual microdata by spe-
cial request.

5. The Census Industry and Occupation
Coding Project

This example, although simple relative to
the general problems of release of micro-
data, is important because it demonstrates
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that the release of microdata with entirely
synthetic data on Y variables can result in
perfectly acceptable inferences about Y, at
least as nearly as we can tell after years of
trying to find deficiencies with the micro-
data. Only a brief summary of the salient
points is given here; the basic plan and
scope of work were outlined in Rubin
(1983), and the multiply-imputed data set
has been described and studied in Rubin
and Schenker (1986, 1987), Rubin (1987),
Treiman, Bielby and Cheng (1989), Weld
(1989), Clogg, Rubin, Schenker, Schultz
and Weidman (1991), and Schenker, Trei-
man and Weidman (1993).

The basic situation in this U.S. Census
Bureau project is as follows. There exists
one research file of approximately 10° units
with X, Z and actual Y values, and a public-
use file of 10°® units with X, Z, and multiply-
imputed Y values, which were created using
models estimated from the 10° research-file
units. In this context, the Y data are 1980
industry and occupation codes, and the X,
Z data are extensive background informa-
tion (e.g., gender, weeks worked per year,
region of country), as well as 1970 industry
and occupation codes. The 1980 codes were
predicted from the background information
and the 1970 codes using Bayesian logistic
regression techniques. The resultant mod-
els were used to create five imputed 1980
codes for each of the million units on the
public-use file; hence, here n= 10,
n*=10° M = 5.

Experience with these data sets shows
that inferences for population estimands
involving Y based on the multiply-imputed
public-use file appear to be valid, and
often, perhaps even typically, more precise
than the corresponding inferences based
on the research file, despite the fact that
only entirely synthetic Y values exist in the
public-use file and all the real Y values exist
in the research file. This result is not that
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surprising considering the discussion in Sec-
tion 4 because the public-use file has much
more information on (X, Z) than does the
research file, and (X, Z) are good predic-
tors of Y; in particular, 1970 codes are
very good predictors of 1980 codes,
although there is still substantial residual
variability (e.g., some 1970 codes map into
more than 60 possible 1980 codes). Of
course, if inferences were drawn using all
the information from both files, they would
be even more precise, but the essential point
is that perfectly acceptable inferences for
population estimands involving Y can be
achieved using multiply-imputed data with
entirely synthetic Y values — an existence
theorem in a simple case.

6. Can This Work in General Practice?

The fact that a syntheiic multiply-imputed
data set can work in a particular case
does not mean it can work in all situations
with confidentiality concerns about the
release of public-use microdata. Even if
the likelihood of general success is small,
however, the potential size of the payoff
seems so great that, in statistical terms, the
expected payoff (probability of success X
size of payoff given success) is large, possi-
bly substantially larger than the expected
payoffs from competitive approaches with
higher probabilities of success. Many diffi-
cult and complex modelling issues need to
be addressed, but as in all such enterprises,
attacking a specific problem or two with
an eye on developing general tools seems
to be the approach to take.
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